THE FIRST AND ONLY PLATFORM TO LEVERAGE THE POWER OF RELATIONSHIPS TO
AUTONOMOUSLY HUNT FOR ATTACKS/CAMPAIGNS

Recover quickly from incidents

The highest priority for any organization in the event of a security incident is to understand and
contain the breach before further damage is done. Given the average dwell time is measured in
months during which the adversary could have laterally moved, persisted, dumped credentials,
and executed various tools and malware. The incident could involve multiple machines, multiple
user accounts and critical data from multiple servers. Organizations have to bring together a team
of incident responders to perform weeks of meticulous mining of petabytes of endpoint, network
and application telemetry to fully understand the adversary’s footprint. This level of scrutiny is
essential to not only prevent the attacker from regaining access but to fully understand the extent
of the threat.

Kognos XDR Hunter is a fully autonomous platform that seamlessly connects with the
organization’s endpoint, network and application telemetry and do retroactive hunts over months
to trace the attacker’s every step.
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How to solve it?

Kognos autonomous XDR Hunter is the first and only platform that allows incident responders
to do point and click investigations across multiple data sources. The autonomous platform
enables incident responders to mine through petabytes of data in a matter of hours.

As part of the investigations, incident responders can use suspicious artifacts including process
names, registry accesses, file accesses, network connections, etc. as well as behaviors like
usage of persistence mechanisms, lateral movement tools, living off the land binaries, etc. to
seed the system to do autonomous investigations. Based on the seed information, the Kognos
autonomous XDR hunter will start tracing attacker’s activities by mining through billions of
relationships forged by fusing telemetry and using an Al powered inquiry engine to ask
thousands of forensic questions per second to fully contextualize the attack and present the
findings as complete attacks/campaigns.

The incident responder as a result can now review machine-investigated storylines allowing to
understand and contain the threat by taking appropriate mitigation steps. Incident responders
can also generate full IR reports at the click of a button to share the finding with others as well
as aid in reporting.

Kognos autonomous XDR Hunter seamlessly integrates endpoint data from Carbon Black,
CrowdStrike, Microsoft Sysmon, Linux AuditD, MacOS OpenBSM. It integrates with SIEMs like
Splunk, Elastic as well as NDR platforms like RSA NetWitness and Zeek. The product integrates
with APIs and is easy to set up and once in place, incident responders can use the system to
trigger fully autonomous investigations.

Furthermore, the system can also be enabled with proactive hunts using the same seed data to
continuously monitor the environment preventing further breaches.

Trace the adversary’s path to fully understand the scope and contain the incident
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How it works?

RELATIONSHIP GRAPH
ENGINE

The relationship graph engine
fuses and interprets high fidelity
EDR, SIEM and NDR events
and forms relationship graphs
which  are  essential in
understanding the full scope
and impact of the attack as it
allows the system to
cumulatively look at risk across
the entire adversarial activity

Al- DRIVEN INQUIRY ENGINE

The Al-driven inquiry engine
will investigate hundreds of
billions of relationships by
asking thousands of forensic
questions per second to
identify  relevant evidence
highlighting the entire
attacker’s path

STORY GENERATION
ENGINE

The story generation
engine continuously
fuses the evidence
collected to form easily
understandable attack
stories and timelines of
the complete attack
allowing the incident
responders to quickly
contain the threat.

Trace the adversary’s path to fully understand the scope and contain the incident
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Please request a demo via our website at https://www.kognos.io/book-a-demo/ or reach us at

info@kognos.io.
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