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TECHNOLOGY 
 
THE  PO W E R  OF  RE L A T I O N S H I P S  
! " Revolu t ionary way of  

look ing a t  secur i ty data 
! " Even ts g ive you  a le r ts, 

re la t ionsh ips g ive you  
a t tack campa igns 

! " Trace the  a t tacker’s path 
in  rea l - t ime as they move 
around in you r 
envi ronment 

 

 

AI  T H A T  U N D E R ST A N D S  SE C U R I TY  
! " Make mach ines 

understand secur i ty data  & 
Invest iga te  au tonomously 

! " Data  co l lec t ion  v/s data 
understand ing 

!" No more open-ended 
ana lyt ics and no more  
fa lse  posi t ives 

 

DEEP  ARSENAL  OF  SECURITY  

QUESTIONS 
! " Thousands of M ITRE 

mapped dynamic  
quest ions 

! " No more wr i t ing complex 
ru les or scr ip ts 

! " No more cumbersome 
p laybooks 
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KOGNOS AUTONOMOUS INCIDENT RESPONSE 

THE FIRST AND ONLY PLATFORM TO LEVERAGE THE POWER OF RELATIONSHIPS TO 
AUTONOMOUSLY HUNT FOR ATTACKS/CAMPAIGNS 

 
Respond and manage incidents in hours 

 
Trace every step the attacker took with machine-assist 

 

Recover quickly from incidents 
The highest priority for any organization in the event of a security incident is to understand and 
contain the breach before further damage is done. Given the average dwell time is measured in 
months during which the adversary could have laterally moved, persisted, dumped credentials, 
and executed various tools and malware. The incident could involve multiple machines, multiple 
user accounts and critical data from multiple servers. Organizations have to bring together a team 
of incident responders to perform weeks of meticulous mining of petabytes of endpoint, network 
and application telemetry to fully understand the adversary’s footprint. This level of scrutiny is 
essential to not only prevent the attacker from regaining access but to fully understand the extent 
of the threat. 
 
Kognos XDR Hunter is a fully autonomous platform that seamlessly connects with the 
organization’s endpoint, network and application telemetry and do retroactive hunts over months 
to trace the attacker’s every step. 
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USE CASES 
 
LATERAL MOVEMENT TOOL USAGE  
 
Sophisticated attackers use 
various entry vectors to establish 
their initial foothold and then 
laterally move across the 
infrastructure looking for high 
profile targets. Trace the 
attacker’s path as the attacker 
propagates within your 
infrastructure 
 
 
 
LIVING-OFF-THE-LAND TOOL USAGE 
 
Stealthy attackers often use 
malware-less attacks to evade 
detection and live off the land. 
Trace the attacker’s LOTL 
activity by evaluating their 
cumulative behavior across their 
entire chain of activity 
 
 
 
INSIDER THREATS 
 
Insiders threats are the hardest 
to detect as their identity, access 
and majority of their behavior 
looks legitimate. Detect unusual 
user behavior as the system 
tracks through the user’s entire 
chain of activity 
 

Trace the adversary’s path to fully understand the scope and contain the incident 

 

he relationship graph engine interprets incoming events and forms relationship graphs which are 
essential in understanding the full scope and impact of the attack as it allows the system to 
cumulatively look at risk across the entire activity 

THE FIRST AND ONLY PLATFORM TO LEVERAGE THE POWER OF RELATIONSHIPS TO 
AUTONOMOUSLY HUNT FOR ATTACKS/CAMPAIGNS 

How to solve it? 
Kognos autonomous XDR Hunter is the first and only platform that allows incident responders 
to do point and click investigations across multiple data sources. The autonomous platform 
enables incident responders to mine through petabytes of data in a matter of hours.  
 
As part of the investigations, incident responders can use suspicious artifacts including process 
names, registry accesses, file accesses, network connections, etc. as well as behaviors like 
usage of persistence mechanisms, lateral movement tools, living off the land binaries, etc. to 
seed the system to do autonomous investigations. Based on the seed information, the Kognos 
autonomous XDR hunter will start tracing attacker’s activities by mining through billions of 
relationships forged by fusing telemetry and using an AI powered inquiry engine to ask 
thousands of forensic questions per second to fully contextualize the attack and present the 
findings as complete attacks/campaigns.  
 
The incident responder as a result can now review machine-investigated storylines allowing to 
understand and contain the threat by taking appropriate mitigation steps. Incident responders 
can also generate full IR reports at the click of a button to share the finding with others as well 
as aid in reporting. 
 
Kognos autonomous XDR Hunter seamlessly integrates endpoint data from Carbon Black, 
CrowdStrike, Microsoft Sysmon, Linux AuditD, MacOS OpenBSM. It integrates with SIEMs like 
Splunk, Elastic as well as NDR platforms like RSA NetWitness and Zeek. The product integrates 
with APIs and is easy to set up and once in place, incident responders can use the system to 
trigger fully autonomous investigations. 
 
Furthermore, the system can also be enabled with proactive hunts using the same seed data to 
continuously monitor the environment preventing further breaches. 
 
 
 
 
 

KOGNOS AUTONOMOUS INCIDENT RESPONSE 
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LEARN MOREÉ  
 
 

 

 
 
 
 
 
 
 

How it works? 

Trace the adversary’s path to fully understand the scope and contain the incident 

he relationship graph engine interprets incoming events and forms relationship graphs which are 
essential in understanding the full scope and impact of the attack as it allows the system to 
cumulatively look at risk across the entire activity 

 

RELATIONSHIP GRAPH 

ENGINE 

The relationship graph engine 
fuses and interprets high fidelity 
EDR, SIEM and NDR events 
and forms relationship graphs 
which are essential in 
understanding the full scope 
and impact of the attack as it 
allows the system to 
cumulatively look at risk across 
the entire adversarial activity 

 

AI- DRIVEN INQUIRY ENGINE              

- 

The AI-driven inquiry engine 
will investigate hundreds of 
billions of relationships by 
asking thousands of forensic 
questions per second to 
identify relevant evidence 
highlighting the entire 
attacker’s path 

STORY GENERATION 

ENGINE  

The story generation 
engine continuously 
fuses the evidence 
collected to form easi ly 
understandable attack 
stor ies and t imel ines of 
the complete attack 
a l lowing the incident 
responders to quickly 
contain the threat. 

THE FIRST AND ONLY PLATFORM TO LEVERAGE THE POWER OF RELATIONSHIPS TO 
AUTONOMOUSLY HUNT FOR ATTACKS/CAMPAIGNS 
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 Please request a demo via our website at https://www.kognos.io/book-a-demo/ or reach us at 
info@kognos.io.  
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KOGNOS AUTONOMOUS INCIDENT RESPONSE 

 

PRODUCTS 
 
 
AUTONOMOUS EDR HUNTER 
 
¥" Eliminate data fatigue 

¥" Eliminate analysis bias 

¥" Review EDR hunt results as 

attack storylines in real-time 

 
 
AUTONOMOUS XDR HUNTER 
 
¥" Eliminate tool fatigue 

¥" Eliminate data fatigue 

¥" Review unified storylines across 

all your security products 

 

 

AUTONOMOUS ALERT INVESTIGATOR 

¥" Eliminate alert fatigue 

¥" Eliminate false positives  

¥" Review fully investigated attack 

storylines in real-time 

 
 
AUTONOMOUS INCIDENT RESPONSE 

¥" Respond to and contain 

incidents in minutes/hours 

¥" Review fully investigated incident 

reports 

¥" Prevent attackers from re-

entering with continuous hunts 

 

 

 

 

 
 
 
 


